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Abstract

This paper analyses the issue of Internet regulation 

and the role of law as a regulatory medium.  It will firstly 

argue that it is necessary for the Internet to be regulated 
as without regulation, the rights of users in the real world 

and in the cyberworld will be compromised and 

suppressed and the laws of the physical world will be 
undermined.  An unregulated cyberspace has the potential 

to compromise legal systems, stifle activity in cyberspace 

and erode community values.  Two key models of 
regulation will be discussed, namely the judicial model 

and the socio-normative model.  It will be argued that 
neither offers satisfactory solutions.  The paper will argue 

that a workable model of regulation in cyberspace is one 

that encompasses elements of law, social norms and 
Internet architecture.

1. Introduction 

This paper analyses the issue of Internet regulation and 

the role of law as a regulatory medium.  It will firstly 

argue that it is necessary for the Internet to be regulated as 

without regulation, the rights of users in cyberspace will 

be overrun and suppressed and the laws of the physical 

world will be undermined.  An unregulated cyberspace 

has the potential to compromise legal systems, stifle 

activity in cyberspace and erode community values.  Two 

key models of regulation will be discussed, namely the 

judicial model and the socio-normative model.  The 

judicial model claims that courts through the application 

of traditional principle can create an effective regulatory 

regime in cyberspace [8].  This will be shown to be an 

erroneous contention and it has thus far failed in bringing 

about any cogent regulatory regime in cyberspace.  On the 

other hand, the socio-normative approach, which is in 

essence an anti-law approach is also flawed.  This will be 

illustrated through the example of breaches of privacy and 

privacy law in cyberspace.  Cyberspace has grown too 

large and commercialised for this model’s driving factors 

of social norms and self-regulation to be effective in 

facilitating any broad ranging positive outcome.  The 

paper will argue that a workable model of regulation in 

cyberspace is one that encompasses elements of law, 

social norms and Internet architecture.  The symbiotic 

relationship between these three can be leveraged to 

different degrees so that a synergistic result can be 

achieved [19].  This will provide the optimum regulatory 

regime that caters more effectively for the specific 

nuances of the particular issues concerned. 

2. Cyberspace - a new space 

Cyberspace is a virtual environment where millions of 

information transactions take place.  Content such as 

images, movies, songs and plain text, are constantly 

broken into smaller parcels called ‘packets’ and 

transferred to their respective destinations via multiple 

routes.  This process can take only a few seconds no 

matter where the sender and recipient are located [13].  

The Internet Protocols provide a ‘telepresence’ for all 

those using the Internet, allowing its resources to be 

geographically shared.  It can be used to read an 

Australian newspaper in Russia, to watch movies, peruse 

magazines, send email to 5 or 500,000 people, transmit 

images and talk to other users in real time.  Such 

versatility has led cyberspace to be likened to a book, a 

fax, a mail system, a newspaper, a phone, radio and 

television system all rolled into one [3]. 

3. The necessity of Regulation in cyberspace 

There have been arguments advocating that cyberspace 

should not be regulated, and that any control in the form 

of regulation would stifle an unfettered potential for 

growth [6].  This view arose in response to a cumbersome 

web of local and national legal regimes, which added 

more confusion than certainty to the cyberworld.  Such 

arguments claim that over time cyberspace will mature 

and so will its audience, creating a robust and socially 

cohesive system.  These arguments however, have little 

foundation.  Regulation is necessary in Cyberspace [13] 

as without it, evidence has indicated that the cyberworld 

will be subsumed in uncertainty and become rampant with 
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abuse.  The following example of privacy illustrates this 

clearly. Unregulated, cyberspace is a brutal environment, 

where users’ rights are virtually non-existent and the 

remedies are confused and uncertain.  An unregulated 

Cyberspace has the capacity to undermine entire legal 

systems, tear at community values and stifle commercial 

activity [17].

Cyberspace is in essence a public domain and this is 

too true in an unregulated Cyberspace, where an 

individual’s right to privacy is a myth.  It is technically 

possible to collect a vast array of information about any 

particular user [12] mapping out their personalities in 

virtual profiles by tracking them across cyberspace, often 

without their knowledge or consent [2].  This ‘silent 

tracking’ is achieved through devices such as cookies or 

web bugs.  A web server uses these on unsuspecting users 

whenever a site is accessed or a banner viewed [12].  

They identify and illuminate the path of users across 

cyberspace, indicating what sites they have visited, the 

users' interests, their inclinations and preferences, 

including political, social, sexual and they also reveal 

other information which may include personal 

information such as medical information [26].  

Information is constantly collected, analysed, stored and 

updated.  On any one website there may be numerous 

third-party tracking devices, with the effect that 

unbeknown to the majority of users, multiple profiles are 

being developed simultaneously.  Most users believe that 

by not having to enter their names to access a website, use 

of the internet is anonymous and gives a high degree of 

privacy.  In fact, the HTTP technology itself through its 

ordinary operation automatically discloses a variety of 

data to web servers [26].  The surreptitious collection of 

information clearly stifles any right to privacy an 

individual has not only in the cyberworld but also in the 

physical world.  Without regulation, the collection and 

processing of such information cannot be controlled, nor 

prohibited, and the privacy rights of individuals would be 

incapable of being protected. 

Information collected from the cyberworld that 

impinge on the privacy rights of individuals have ruined 

careers and reputations.  For example, a Senior Petty 

Officer, Timothy McVeigh, was discharged from the US 

Navy after he came under investigation following a search 

of his American OnLine profile, which included the word 

‘gay’ [16]. Similarly, during the nomination of Judge 

Robert Bork to the US Supreme Court, a reporter was 

able to retrieve a list of video rentals which was not 

entirely favourable to his honour’s character [2].  Of 

particular concern with information collected in 

cyberspace is their assumed accuracy.  Often, the 

information collected is inaccurate or incomplete and as 

the user is often not aware of its existence, the incorrect 

information cannot even be corrected [20 & 23].  For 

example, a computer may normally be used by a 

particular individual but on the odd occasion when 

another user uses the computer, the actions of the casual 

user will be misattributed to the normal user.  This 

misattribution has the potential to cause significant 

damage to the original user's profile depending on the 

contexts in which it is used [15] and for this reason, 

regulatory control is essential. 

Article 12 of the Universal Declaration of Human 
Rights and Article 17.1 of International Covenant on 

Civil and Political Rights state the fundamental need to 

protect the right to privacy, reputation and honour.  If the 

cyberworld is unregulated, then these fundamental human 

rights would be compromised in the real world and in the 

cyberworld.  In order to protect fundamental human rights 

that are central to the international community and to 

humanity, regulation must be in place to enable 

individuals to maintain and assert these and other rights. 

4. Two approaches of Internet Regulation 

It is clear from the foregoing that regulation is needed 

in Cyberspace and the question becomes one of the form 

that it should take.  Two opposing models of cyberspace 

regulation has become apparent, that of the judicial model 

and the socio-normative model [14].  These two 

approaches form the two opposing extremes of a spectrum 

for regulatory models.  The following analysis will 

establish that neither of these approaches has succeeded in 

providing an adequate regulatory regime, with the result 

that no one approach, legalist or anti-legalist, can be 

utilised to regulate Cyberspace with efficacy.   

4.1. The Judicial Model 

It has often been asserted that the cyberworld can be 

effectively regulated through the courts by a pure 

application of established legal doctrine and jurisprudence 

[1].  This is in essence the approach of the judicial model.  

It is premised on the belief that the cyberworld does not 

raise unprecedented issues.  This approach assumes that 

the Internet is analogous to a number of mass 

communication devices that already exist in the physical 

world, such as the fax machine or the mail system, which 

already have established legal principles governing 

regarding their operation.  Such a categorisation argues 

that the existing principles can be applied to Cyberspace 

to facilitate an effective regulatory regime [3]. 

There are two main grounds of criticism concerning 

the juridical model.  First, it grossly over-simplifies the 

characterisation of the cyberworld and the application of 

specific legal principles regarding real-world 

communications devices [1].  Second, it is fundamentally 

flawed in assuming that the courts can simply transpose 

principles that have been developed over centuries in the 
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physical world to a completely different environment.  

Indeed there are many problems in the cyberworld that 

have no equivalent in the real world, and as such, the 

legal principles applicable to the real world problems are 

simply meaningless in the cyberworld.  Legal problems of 

defamation and copyright infringement are just two such 

areas.  There are many others.  These new twists on old 

real world problems will form the main obstacle against 

any successful argument for the simple transposition of 

legal principles from the real world to the cyberworld.  

The following will argue that one of the biggest stumbling 

block for the judicial model is the legal concept of 

jurisdiction. 

The question of jurisdiction is arguably the biggest 

conundrum facing any application of traditional legal 

concepts in the cyberworld.  Questions of jurisdiction are 

extremely complex even before the added challenges of 

cyberspace are considered.  Notions of jurisdiction are 

territorially based and they are difficult to translate into 

the cyberworld, which is boundary-less.  In many ways, to 

speak simply of the 'jurisdiction' problem is to 

oversimplify matters.  The notion of jurisdiction means 

many things including concepts of personal jurisdiction, 

subject matter jurisdiction, power to adjudicate, and 

power to legislate to name a few [24].  These principles 

are dependant upon the existence of the physical and 

territorial world and they depend on physical locations.  

For example, subject matter jurisdiction is premised upon 

the assumption that in any event, there is one and only 

one physical location of where an act occurred and that 

location is objectively determinable.  Generally speaking, 

only a court that is territorially based in that physical 

location can exercise subject matter jurisdiction [9].  The 

concept of personal jurisdiction is similarly grounded in 

the physical state.  At common law, the foundation for a 

court to exercise personal jurisdiction over a defendant is 

a sufficient nexus between the defendant and the state 

within which the court is based.  In the real world, the 

nexus is commonly found through the physical presence 

of the defendant in the particular state, in which case, a 

court can exercise personal jurisdiction as the defendant is 

regarded to be within the jurisdiction of the court [25]. 

The dependence upon an objective determination of 

physical locations becomes problematic when dealing 

with the cyberworld.  The citizens of the cyberworld have 

a real world existence located in one physical location and 

jurisdiction, however, their cyberworld activities are not 

tied to these geographical locations.  An event in the 

cyberworld may occur in more than one location, and 

hence it is extremely difficult for the territorially based 

principles of subject matter jurisdiction to be applied in 

the cyberworld.  Further, information in the cyberworld is 

available to all in the cyberworld regardless of their 

physical location and it may not be easily determinable 

where that physical location is due to the variety of 

technologies and methods that can mask one's locations 

[5].  The result is that in the cyberworld, no one can be 

certain of others' real world locations.  The contradictions 

between the cyberworld and the real world are apparent 

when the established legal principles of jurisdiction are 

considered.  The legal principle of jurisdiction is a 

territorially based principle that relies on states and 

boundaries and sovereignty within those boundaries.  The 

cyberworld on the other hand is without boundaries and it 

cannot be fenced off.  Courts have found significant 

difficulties in rationalising the unique trans-border nature 

of the cyberworld.  As a result, judicial oversight and 

confusion has produced little cogency in the application 

of these principles which are premised on the real world, 

into the cyberworld.  The jurisdictional problem is a clear 

example where it is not possible to simply transpose 

existing real world laws into the cyberworld.  It also 

demonstrates the failure of the judicial model of 

regulation. 

4.2. Digital Libertarianism and Social Norms  

The opposing model to the judicial model is a purely 

anti-legalist approach to cyberspace regulation.  One 

school of thought that follows this ideal is Digital 

Libertarianism [11].  According to this approach, law is 

destined to be ineffective in Cyberspace and as such 

regulatory emphasis should be placed on social norms and 

the concept of self-regulation. 

The premise behind this theory of regulation is the 

potential of the cyberworld to create virtual communities 

and customs, which may have little relation to the nation 

state or to the practices of real space.  Such an approach 

relies heavily upon social norms imported into the 

cyberworld, preventing, through one’s own conscience 

and the adverse reaction of the community, activities that 

are against community values and expectations.  

However, as the cyberworld has become more 

commercialised, this argument has begun to falter, being 

subsumed by the drive for capital accumulation.  

Nowadays, proponents of the pure socio-normative 

approach lay claim to scarce successes such as that of the 

observance of netiquette.  Such an approach has broken 

down because the technology fails to support it.  It is only 

to the extent of fear and assumed surveillance of their 

activities by others that users will in fact condition their 

actions to adhere to norms relevant to that behaviour [10].  

The cyberworld does not provide for surveillance in this 

way, with those breaching social norms able to hide 

behind a technological shroud, concealing their activities.  

Today cyberspace is simply too large for specific self-

regulatory bodies, which often have little funding and 

international support, to effectively oversee all, or even a 

majority of digital activities that occur.  With this 

knowledge, infringers believe that no one is watching 
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their activities and refuse to let social norms govern their 

behaviour. 

A classic example of the failure of the socio-normative 

model can be seen in the social-normative drive to 

achieve privacy in cyberspace through TRUSTe. 

TRUSTe, a major and supposedly powerful self-

regulatory regime based in the US was implemented in 

1997 in response to social demands regarding privacy.  

The object of this program was to instil digital customs 

and norms as regards privacy standards throughout the 

cyberworld.  It involves an assessment by TRUSTe of the 

applicant’s privacy policy and practices.  If the applicant 

organisation is approved, then TRUSTe enters a licence 

agreement with it, stipulating privacy conditions to which 

the Licensee must adhere, including general privacy 

principles and dispute resolution processes.  In return the 

Licensee can advertise its TRUSTe accreditation.  To 

ensure continuing compliance, TRUSTe is supposed to 

conduct ongoing audits regarding its members and handle 

any consumer complaints that may occur concerning their 

actions.  If there is suspicion of a breach of licence 

conditions, TRUSTe may invoke an investigation, and if 

substantiated, TRUSTe may sanction the Licensee by suit 

under the principles of contract.  By July 1999 the 

program had 850 licensees, including 15 of the most 

popular sites in cyberspace. 

Despite obtaining a positive endorsement from many 

of the most prominent cyberworld organisations, the 

effectiveness of this program in delivering better privacy 

safeguards is questionable.  While it has persuaded 

organisations to post privacy policies, it has done little to 

alter the privacy practices of a large number of 

cyberworld players.  This can be illustrated by several 

examples [7]. 

The first is that of GeoCities, one of the largest 

providers of free webpages.  It was found to have 

disclosed information about its members to third parties in 

seemingly blatant disregard to its obligations to TRUSTe.  

Despite this, TRUSTe never initiated an investigation 

against or sanctioned the Licensee.  There are two 

possible explanations for this.  Firstly, TRUSTe did not 

have knowledge of this problem.  In that case their 

surveillance and auditing leaves much to be desired.  Or 

secondly, they knew about the situation but simply 

refused to act given the size of the organisation they were 

dealing with.  Either way, TRUSTe did not fulfil its 

function, nor did its policies change the behaviour of 

GeoCities. 

Secondly, Microsoft was found to be informing 

websites whenever users bookmarked their pages, without 

the users' consent.  It also utilised Globally Unique 

Identifiers linking the visits of users to Microsoft websites 

with customer profiles provided previously by software 

registrations.  Interestingly, while appearing a stark 

breach of common privacy principles, TRUSTe simply 

stated that this was not in breach of Microsoft’s licence 

agreement, and hence did not investigate. 

Thirdly, controversy erupted in November 1999 

involving online software distributor, Real Networks.  

This organisation, was found to be collecting information 

from its 13.5 million users regarding their musical tastes 

without their knowledge.  When downloaded, Real 

Networks’ software was scanning the hard drives of the 

user, searching for information concerning their musical 

preferences.  This was added to previously gained 

customer information.  TRUSTe again refused to act in 

this instance, arguing on the basis of a very artificial 

distinction that the licence only covered information 

gathering from websites and not information gathered by 

the Licensees from users' computers.  Since the 

information was collected from software downloaded 

from the site, this was considered outside of the scope of 

the licence agreement and hence did not attract 

investigation by TRUSTe. 

These series of incidents regarding high profile 

organisations, often only discovered through coincidence 

or random event, suggests that the practices of these 

organisations were not significantly altered by socio-

normative mechanisms acting alone.  Hence, it is clear 

that self-regulatory mechanisms have been pushed aside 

for an increase in trade in information.  When compared 

to the strive for capital accumulation, social norms are no 

match for large corporations.  Arguably, very strict 

supervision is required before any behavioural change can 

take place, supervision that may only be adequately 

provided by the government and/or large international 

specialists.  Digital Libertarianism appears to suffer from 

an underestimation of the power of firms that operate in 

the cyberworld, such as Microsoft who pay little heed to 

social norms and seek to exploit self-regulatory regimes 

[11].  From the foregoing, it is clear that a purely socio-

normative approach is incapable of protecting rights in the 

cyberworld.

5. A Multi-Modal Approach 

While the judicial model and the socio-normative 

models have been shown to be ineffective, what is 

required is an approach towards regulation that is a 

combination of the judicial, the socio-normative, and the 

contextual.  The contextual elements would include 

notions of Internet architecture.  The interrelated nature of 

these modalities provides significant opportunities to 

create a stable and cogent regulative scheme.  To fully 

cater for the intricacies of each individual regulatory 

issue, this approach emphasises that the core modalities 

be individually weighed and balanced with respect to any 

particular subject in order to create an individualised 

regulatory mix that is most appropriate to the issue.   
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The theoretical basis for this approach comes from the 

manner in which successful real world regulation has 

been achieved.  Take the example of the banning of the 

sale of pornography to children.  Here, one sees law as the 

primary regulatory mechanism, preventing vendors of 

such controversial material from selling it to minors.  

Other modalities, however, constantly work in 

conjunction with the law, and make its operation possible 

[19].  In this respect, the environment is the most 

important component as real space is self-authenticating, 

in that it is relatively difficult to hide that you are a child; 

it is a matter of physiology and cannot in the normal 

course of things be altered.  In this sense the physiological 

element is the substance of the law, the architecture 

around which the law is based and moulded in order to be 

effective.  Without this seemingly stable attribute as a 

point of reference, the law would be useless. 

Similarly, law also works in conjunction with social 

norms.  These form the foundation of any regulative 

regime and are often reflected in law, which is 

specifically designed to discourage socially unacceptable 

behaviour.  Social norms, however, are also a regulative 

force independent of law.  For example, in returning to 

the issue of pornography, social norms may operate 

through the community shunning a proprietor who sells 

pornography to minors, rejecting him or her from 

participation in the social compact.  However, as already 

alluded to above, the efficacy of social norms is 

determined largely by the support of environmental 

considerations. 

From the foregoing, it is clear that in the cyberworld, 

laws and social norms cannot regulate effectively if not 

supported by the environment.  In the cyberworld, the 

environmental consideration would include Internet 

architecture.  This incorporates a variety of elements, such 

as computer software, hardware, Internet Protocols and 

other accepted standards [11].  The strength of this model 

lies in its capacity to combine each of these modalities.  

Where one is deficient, another is able to supplement the 

deficiency thereby creating a more cogent regime with 

less possibility of abuse. 

The multi-modal model simply realises that one 

regulatory approach cannot provide the optimal regime as 

regards every subject [19].  Like in the physical world 

different subject matter requires different considerations 

as to how the regulative mix of law, architecture and 

social norms is to be created.  In some cases all of these 

modalities will be required.  In others, only law and 

architecture, or alternatively architecture and social norms 

will serve the regulatory function.  For example, in terms 

of online contracting, law may form the primary 

regulative modality, supported by an architecture, which 

stipulates continuity as to possible contracting methods.  

Copyright, however, may require architectural 

concentration, with law forming the driver behind the 

necessary environmental developments [22].  Or perhaps 

social norms may form the primary regulative mechanism 

as regards online pornography distribution, supported by 

architectural developments concerning age identification. 

This illustrates that the regulatory mix, as defined 

under the multi-modal model possesses immense 

flexibility, an attribute essential to any form of 

cyberworld regulation.  This is because the modalities can 

be employed in varying degrees, so that it can be geared 

to any given subject in order to develop the optimal 

regulatory balance regarding that subject.  In this respect 

the multi-modal approach may be accurately represented 

as providing sui generis regulative solutions as regards 

different digital issues.  Therefore, this approach creates 

the most expansive regulatory regime possible, capable of 

covering any regulatory issue that may arise online. 

6. Conclusion 

This paper has demonstrated that regulation is 

necessary in the cyberworld in order to maintain and 

uphold rights in the real world as well as in the 

cyberworld.  The form of the regulation should not be a 

purely legalistic one that simply transposes the existing 

real world laws.  Nor should the regulation be in the form 

of socio-normative self-regulation.  Instead, the best 

regulatory mix is that which combines the legal, with the 

socio-normative with considerations of the contextual.  

Contextual factors include the Internet architecture and 

utilises the Internet architecture to enhance the regulation 

provided by law and social-norms. 
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